
FISSA+ Privacy and Records Management 
 

Resources 
 

  

1. Contact information for Departmental and Bureau Privacy 
Officers: https://www.doi.gov/ocio/policy-mgmt-support/privacy/contacts 

2. DOI Human Resource Manual, Section 370 DM 752, “Discipline and Adverse 
Actions”:  http://elips.doi.gov/elips/0/doc/1181/Page1.aspx (Only accessible within the DOI Network)   

3. Departmental Privacy Program Website:  https://www.doi.gov/ocio/policy-mgmt-support/privacy 

4. Departmental Privacy and Civil Liberties Website:   
https://www.doi.gov/ocio/policy-mgmt-support/privacy/liberties    

5. Departmental Privacy Office SharePoint 
Portal:  https://portal.doi.net/CIO/IAD/ORG/privacy/default.aspx (Only accessible within the DOI 
Network) 

6. Departmental Privacy Policies and References: https://www.doi.gov/ocio/policy-mgmt-
support/privacy/privacy-policies 

 Privacy Act of 1974, as amended (5 U.S.C. 552a) 
 Privacy Provisions of the E-Government Act of 2002 
 Office of Personnel Management Memorandum – Guidance on Protecting Federal 

Employee Social Security Numbers and Combating Identity Theft (June 18, 2007) 
 DOI Privacy Act Regulations (43 CFR Part 2)   
 DOI Privacy Departmental Manual Chapters (383 DM 1-13) 
 DOI Privacy Act Systems of Records Notices and Government-wide Notices 
 DOI Privacy Impact Assessment Guide 
 DOI Internet Privacy Policy 
 DOI Web Standards Handbook (386 DM 3) 

7. DOI Privacy Policy for the Information Sharing Environment:  
https://www.doi.gov/sites/doi.gov/files/uploads/DOI%20Policy%20for%20the%20Information%20S
haring%20Environment.pdf 

8. DOI Privacy Loss Mitigation Strategy: https://portal.doi.net/CIO/IAD/ORG/privacy/default.aspx 
(Only accessible within the DOI Network)   

9. Federal Information Security Modernization Act of 2014 
(FISMA):  http://www.gpo.gov/fdsys/pkg/BILLS-113s2521enr/pdf/BILLS-113s2521enr.pdf 
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10. Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA):   
http://www.gpo.gov/fdsys/pkg/PLAW-108publ458/html/PLAW-108publ458.htm 

11. OMB Privacy Guidance: http://www.whitehouse.gov/omb/inforeg_infopoltech#pg 

 OMB M-03-22 - OMB Guidance for Implementing the Privacy Provisions of the E-
Government Act of 2002 (September 30, 2003)  

 OMB M-06-15 - Safeguarding Personally Identifiable Information (May 22, 2006)   
 OMB M-06-19 - Reporting Incidents Involving Personally Identifiable Information and 

Incorporating the Cost for Security in Agency Information Technology Investments (July 12, 
2006)  

 OMB Memorandum - Recommendations for Identity Theft Related Data Breach Notification 
(September 20, 2006)  

 OMB M-07-16 - Safeguarding Against and Responding to the Breach of Personally 
Identifiable Information (May 22, 2007)  

 OMB M-10-22 - Guidance for Online Use of Web Measurement and Customization 
Technologies (June 25, 2010)  

 OMB M-10-23 - Guidance for Agency Use of Third-Party Websites and Applications 
(June 25, 2010)  

12. OMB Circulars: http://www.whitehouse.gov/omb/circulars_default 

 OMB Circular A-16 - Coordination of Geographic Information and Related Spatial Data 
Activities (protecting privacy in GIS info.) (August 19, 2002) 

 OMB Circular A-123 - Management’s Responsibility for Internal Control (December 21, 
2004)   

 OMB Circular A-130 - Management of Federal Information Resources, Basic 
Considerations and Assumptions: Sec. 7.g and Appendix I: Federal Agency 
Responsibilities for Maintaining Records about Individuals (November 28, 2000) 

13. OMB M-06-16, Protection of Sensitive Agency Information (June 23, 
2006):   http://www.whitehouse.gov/sites/default/files/omb/assets/omb/memoranda/fy2006/m06-
16.pdf 

14. The Paperwork Reduction Act:   http://www.gpo.gov/fdsys/pkg/PLAW-104publ13/html/PLAW-
104publ13.htm 

15. Government Printing Office – Federal Register:  
http://www.gpo.gov/fdsys/browse/collection.action?collectionCode=FR 

16. DOI FOIA Guidance:  https://www.doi.gov/foia 
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17. FOIA Departmental Manual Chapter: http://elips.doi.gov/ELIPS/DocView.aspx?id=1295&dbid=0 
(Only accessible within the DOI Network)   

18 Department of the Interior Acquisition Regulations (DIAR) 1452.224-1 – Privacy Act 
Notification:  http://www.gpo.gov/fdsys/pkg/CFR-2010-title48-vol5/xml/CFR-2010-title48-vol5-
sec1452-224-1.xml 

19. Federal Acquisition Regulations (FAR) 52.224-1 – Privacy Act 
Notification:    http://www.acquisition.gov/far/html/52_223_226.html#wp1168976  

20. 48 CFR 24.103 – 
Procedures:  http://www.gpo.gov/fdsys/search/pagedetails.action;jsessionid=kJqVPx9T3hnJQvn49
6HtL2vFvFqXyZqJRQn6Z0qnvrkBMjydV4yT!-
227764132!1318488165?browsePath=Title+48%2FChapter+1%2FSubchapter+D%2FPart+24%2
FSubpart+24.1%2FSection+24.103&granuleId=CFR-2002-title48-vol1-sec24-
103&packageId=CFR-2002-title48-vol1&collapse=true&fromBrowse=true 

21. 48 CFR 24.104 – Contract 
Clauses:  http://www.gpo.gov/fdsys/search/pagedetails.action;jsessionid=kJqVPx9T3hnJQvn496H
tL2vFvFqXyZqJRQn6Z0qnvrkBMjydV4yT!-
227764132!1318488165?browsePath=Title+48%2FChapter+1%2FSubchapter+D%2FPart+24%2
FSubpart+24.1%2FSection+24.104&granuleId=CFR-2002-title48-vol1-sec24-
104&packageId=CFR-2002-title48-vol1&collapse=true&fromBrowse=true 

22. Contact information for Departmental and Bureau/Office Information Collection Clearance Officers:    
https://www.doi.gov/ocio/policy-mgmt-support/privacy/privacy-icco 

23. Contact information for Departmental and Bureau/Office Records 
Officers:  http://www.doi.gov/ocio/people/records-management-contacts.cfm  

24. Departmental Records Management Program 
Website:   http://www.doi.gov/ocio/information_management/records.cfm  

25. Departmental Records Management SharePoint 
Portal:   https://portal.doi.net/CIO/records/Pages/Default.aspx (Only accessible within the DOI 
Network)   

26. Records Management by Federal Agencies (44 U.S.C. Chapter 31): 
http://www.archives.gov/about/laws/fed-agencies.html 

27. NIST Guidance 
NIST FIPS Publications:  http://csrc.nist.gov/publications/PubsFIPS.html 
NIST Special Publications:  http://csrc.nist.gov/publications/PubsSPs.html 

28. McAfee Endpoint Encryption: How-to instructions 

29. McAfee File and Removable Media Protection User Guide 

30. Contact information for Bureau and Office Chief Information Security Officers 
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